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NudopmanmonHas 0€300aCHOCTh
npu padote B cetu «MHTEpHET»



@enepanbublii 3akoH Ne 436-P3 «O 3amwmre nperel or uHpOpMAIUU, TPUUYUHSIONICH Bpen
X 3JI0POBBIO M PAa3BUTHIO» YCTaHABIMBACT IMpaBWIa MeEIWa0e30MacHOCTH JAETe mpu 000poTe
Ha TeppuTopnu Poccuy MpOAyKIHMHM CPEICTB MAcCOBOM HWH(OpMAIMH, TEYATHOM, ayIHOBH3YyaJIbHOM

IPOAYKIIUM Ha JIOOBIX BHUJIAX HOcHUTeNel, mporpamM it OBM u 6a3 maHHBIX, a Takke WHQPOpMAIIH,
pasMmemaeMoi B MHGOPMAIMOHHO-TEICKOMMYHUKAITMOHHBIX  CETIX W CETAX  IOABMIKHOHN

paanoTeae(OHHOM CBS3H.

0nacHas uHGopMauus:

A0NYCKAIOWIAA HACUAUL U HECTOKOCTh, BbI3bIB3IOWIAA
v CTPaK, UMaC, NBHUKY

v/ NpeACTaBAAIOWIBA Yrpo3y MHU3HU U 3A0p0BbIO
v/ nobysaaiowan gerel  camoybulicTsy

\/ 0npas/blBaKOWaA NPATUBONPABHOE N0BEACHUL

0TPUUBI0W3S CeMelHble UGHHOCTU, (opMUpYHoLLaA

v HeYBAMEHUR K pOaUTeNAM
BbI3bIBAIOLLIAA MieN3HUe YnoTpebuTh HapKOTUYeCKU.

v cpeactss, [1AB

v/ 1PON3r3HAUPY(OUIAR 838PTHbIE Urpbi

, nobyMaatoWan K NPOCTUTYUUU, COALQMAWLIAR UHOPMAUUID
MOPHOrPaUYECKOr0 KapaKkTepa

v/ 1pON3r3HAUPYIOLI3H HETPALUULOHHBIE CEKCYBNbHBIE OTHOWeHUS




HKoHTeHTHbIe
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CeasaHbl ¢ npocMoTROM
fofb3osaTenem UHhopMaLuL,
BbI3bIBatOLLEU Y Hero CTpeccosyo
peakuuto (Bosneyexue

8 aectpyktusHbie ARG,
npectynnexue ognaiix)

Pucku oHNnauH

TexHuYecKue

ConpseeHbl ¢ TpYAHOCTAMU
B833UM0ARUCTBUA N0MNb30B3TENA
¢ caliTaMu/npunoeHuAMU
COUUBNbHbIK CeTed, 8 TakMe
B310MOM BKKBYHTOB,
KubepMoweHHuYecTso

HOMMYHUKaUUOHHbIE
God

i}

lpeanonaraioT NOTEHUUSNbHYIO
BO3MOMHOCTb CTOMKHOBEHUS
N0Nb3083TENA C PA3AUYHBIMU
HeMEeNaTeNbHBIMU A5 Hero
KOMMYHUKauuamu (pasnuyHble
(hopMbl KubepbYnNUHF,
CEKCYasnbHbIX AOMOFATeNLCTs

u ap)

MoTpebutennckue

g

BrntouatoT B cebs UHTEPHEeT-
MOUWEHHUYECTBO (NoAaenbHbIE
UHTEPHET-MarasuHbl,
bnaroteopuTenbHbIe hOHAYI,
dbuwuHr u ap)
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MONOAEXHbBIM LIMGPOBOW

OMBYACMEH

Mono.u,é>Kan7| UndpoBon oMOyacMeH
— nepBbIn Lindpo3awmTHmk

POCCUNCKON MOJIOAEX W
.

MOIIOADKHNW I.MOPOBOﬂ
BYACMEH

2

| KWMBEPBYNMHT |

| MHO®OBE3OMACHOCTb |

| 3AWMTA JAHHbIX |

| OECTPYKTUBHbBIA KOHTEHT

WNHbopMaLunoHHble KonoaLbl Undpoean 3aBUCMMOCTb B UHTEpHETE

| BOPbBA C ®EMKAMU

| UMOPOBAA 3ABUCUMOCTL |

| MH®OPMALMOHHBIE KONOALB! |

Bbopbba ¢ peitkoson uHbopMauunen [ecTpyKTUBHbIA KOHTEHT




[MonesHble cTaTbn 4>

Kubeparpeccus: B3arnag co CTOPOHbI

01 dekabpsa 2023

KpuTuyeckoe MbllufieHne Kak pakTop MHGOpMaLMOHHO-
ncuxonoruyeckon 6e30nacHOCTU IMYHOCTH

01 CeHTabps 2023

«Monopexb 1 kKubep-genpeccus: Kak 60poTbCs C HeraTUBHbIM
BO3aencTeneM VIHTepHeTa Ha NCUXM4ecKoe 340poBbe»

21 Wonsa 2023

Lindpposble npodpeccum

19 Wiona 2022



NudopmMannoHHbie pecypchbl

1mo dhonmMupoBanuio nMbPOBOM rDAMOTHOCTH

Hra
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OD e30nacHoro O Nure ~ HoBocTu - Poautenam OeTam 1 NoAPOCTKaM
G~ HHTEpHeTa

Knvnoeoe MbllwneHune BeuHasa ﬂyﬁﬂVHHOC’Tb BasoBble coBeTbl



[HndpoBoii ciaelr - ITO BECh KOMILIEKC JTAHHBIX,
OCTABJIEHHBIX YEJIOBEKOM B MHTEPHETE, €TI0
uugposasn npoekuusn 6 cemu

KakK coXpaHWUTb NepcoHanbHble AaHHble Ballen ceMbU?

Cnepute 3a TeM, UTo6bl pebeHOK He pa3Mellan B MHTepHeTe NULWHIOK MHGOoPpMaUWIo: rae
OH YXUBET, rae yumTcd, Kakom OOpOorom XoaAuT Ha YPOKW U T.M.

Pacckaxute pebeéHkKy, YTO NepcoHanbHbIMU AaHHbBIMU CTOUT OENUTLCA TONMbKO C

OorpaHM4YeHHbIM KPpYrom nnuy — camMbiMU 6Nn3KMMU. He ctomnT nepeaBaTtb TaKMe OaHHbIe

OPY3bAM, a OCOBEHHO HE3HAKOMbIM NIDAAM U3 CoLCeTeN.

Pe6éHKy HaOo 3HATb, YTO 21I0YMbILWLUNEHHUKW MOIYT MblTAaTbCA BblBeaTb mHbopMayumw “

nepcoHasibHble gJaHHble Yepe3 JIMYHbIe coobueHna B columanbHbix ceTax. OcobeHHOo
BHMMMaTeSJIbHO CTOUT pealrnMpoBaTb Ha CCbIJTKKW, KOTOPbIE HE3HaKOMLUbI MPUCbINAKoT pe6éHKy
B NIMUYHbIX COOBUIEHMAX. Jlydywie No HUM He NepexoauTb, a HEU3BECTHbIE dannbl — He

OTKpbIBaTb.



NudopmannoHHbie pecypchbl
10 GopMHUPOBAHUIO HU(PPOBOU I'PAMOTHOCTH

> UMOPOBOM
< NHUKBE3

12 aKTyaNIbHbIX TEMATUK:

* Wcnonb3oBaHue
AOCTOBEPHbIX UCTOYHUKOB

* [loKynku B UHTEpHETE
®uHaHCOBasA rPamoTHOCTb

* TenepoHHOE MOLIEHHUYECTBO
*  WHTEepHeT-mOLWeHHUYeCcTso
* be3onacHoe ob6uieHue B COLL.CETAX U

MecceHaKepax
*  ObuweHue c aeTbmu 0
* KomnbloTepHbie u TenedoHHble
G uUMdpPOBbIX HaBbIKaxX
Py *  0OO6y4yeHun geTen yunTbea
* 3ddekTnsHan pabora c 3
2 UHTepHeT-Tpasna
UHpopmaumen 2
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Bknag
8 Gynywee
C=233

LudpoBon nukées
oT bnaroTBoputenbHoro
doHpa CéepbaHKka «Bknap

B 6yayuiee»

KyneTypa pa6oTbi C AQHHBIMU

Uudporoin cnep

UHPOPMALMOHHbBIN LLUYM

UKYNAauusa He COBIr

NOCOM

OcTtopoxHo: gundenk




NudopmanmoHHbIE pecypChl
o0 GOopMHUPOBAHUIO HUPPOBOU I'PAMOTHOCTH/

s nepBb|e ‘b MEeEra®@oH (Ile‘mm) (l'lonpocn«:m) (Ponmennm) (I’Ie,qarorom)

I'Incn'q)dpma
uuPpoBOro nosepus




NudopmanmoHHbIE pecypChl
1o GopMHUPOBAHUIO HU(PPOBOUA TPAMOTHOCTH

Y3HailiTe, KaK 3aWUTUTb cebs
U CBOUX BNU3KUX
B LUMppoBOiIi cpene

Peructpauus

3aperucTpupymtecs, 4To6bl COXPAHATL AOCTUXEHUS U MONY4ATH Y3Harb macwtab npo6neMb|

YBEAOMIJIEHHUA O BbIXOE HOBbIX KBECTOB.




NudopmanmoHHbIE pecypChl
o GopMHUPOBAHUIO HU(PPOBOU I'PAMOTHOCTH/S
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Bnepen — HaBcTpeuy
kKubepnpuxknioueHuam!




NudopmanmoHHbIE pecypChl
o GopMHUPOBAHUIO HU(PPOBOU I'PAMOTHOCTH/S

Hoxa>xu, uto Tl npodu
no 6e30rnacHOCTU B CeTH




HccnenoBanue o noseaeHuu B UHTEpHETE POCCUNCK
ITOJIPOCTKOB M JieTer oT 4 1o 17 ner

70%
60%
50%
40%
30%
20%

10%

0%
O1j1aTa KOHTEHTA B CETU UcnomaszoBanne VPN
HNuTepHer

" 4-8 netr W12-17 ner



HccnenoBanue o noseaeHuu B UHTEpHETE POCCUNCK

IIOJIPOCTKOB M JIeTeH OT 3 10 18 ner

Bpems ¢ rapg)xetammn

B Noutu sce Bpems
B 3-4uacaspeHnb
B 1-2uacaspeHsb

I ExenmesHo
He Bonblue Yaca

He kaxnabih AeHb

3-6 net

20%

7-10 net

10%

11-14 net

15-18 ner

3%




3aHaTns
AeTen oHnaH

3

J o & B o

" (O

Urpatot

CMOTpST BUAEO,
$oT0, Membl

O6uwatoTca

CMOTPSAT KUHO,
CNyLWaoT My3bIKY

YyaTtca

CnepgaT 3a noctamu
6norepos

NwyT nHdopmauuio

CMOTpSAT UrpoBbie
CTPUMbI

YuTarloT HOBOCTH
N cTaTbn

[enatoT NoKynku

3-6 net
Bi0o%
B 32%
B 10%

B 5%
Bs%

B 5%

3%

7-10 net
B 30%
B 2%

11-14 neT

79%

76%

82%

59%

50%

45%

B 40%

45%

9%

15-18 net
72%
73%

87%
70%
64%
52%
52%

B 4%

B 54%

B 22%




KoHTponb
3a gencTBNaMMN
AeTen oHnaH

3-6 net

] KoHTponupyioT gencteng
neTen B cetn

. Mo mepe
HeoBbxoanMoCTu

- He KoHTponupytoT
ODEeNCTBNS peTen

7-10 net

11-14 net

15-18 neT




HccnenoBanue o noseaeHuu B UHTEpHETE POCCUNCK
IIOJIPOCTKOB M JIeTeH OT 3 10 18 ner

MpuBbivkKn B undposom cpeae

Lindposbie npmBbI4KKM Nonb3oBarTenen

B Poavtenn [ Oetn

CkaumsaioT NpUNoXeHns
TONbKO 13 opuLManbHbIX
MarasvHOB

YcTaHaBnueaoT 06HOBNEHNS
cpasy, KaKk OHW BbIXOAST

YuTaloT NoONb30BaTENbCKOE
cornalleHne (0cobeHHo
npo Ucnonb3oBaHme faHHbIX)

CmoTpaT dunbmbl
Ha opurumanbHbIX pecypcax

58%
52%
31%
29%

23%
1%

-

OagvH naponb
ANS BCEX aKKayHTOB

Pernctpupytorcsa
yepes akkayHT
B CoOLManbHOM ceTun

I 20%

10%
23%

2%

MNopknovatoTcsa
K NepBO AOCTYNHOMN
Touke Wi-Fi

Cornawatorcs
y4acTBOBaTb B OHaH-
aKUmsix C WeapbiMm
npusamm

* B MecTax npoYepkoB — BONPOC PEeCcrnoHAeHTaM He 3aaasani




[eTtn, y KOTOpbIX €CTb aKKayHTbI

B COLMaNbHbIX CeTax
0,
84% 96%
3-6 net 7-10 net 11-14 net 15-18 net
BuiBopka: netu (1004 nHTepsbio) Camas nonynsgpHas counansHasa ceTb B Poccum B 2022 rogy Kak

cpeav aeTen, Tak u cpeau ux pogutenen — BKonTtakTe. Takxe

B TON-5 nonynsapHbix ceten Bxoaat YouTube, TikTok (nonynapHee
cpeau geten), OgHoknaccHukn n Aupekc. 1zeHd (nocnegHue asa
nonynsipHee cpean poauTtenen).

Ton-5 nocewjaembix coumanbHbIX ceTen

74%

58%
- 55% 4800 47%

34%
B Oetu 26% = 24%
14% %
6%
. Poautenu [ o |

(3 BKowTakTe 23 YouTube o TikTok B OOHOKNACCHUKM Yandex €3 Zen




HccnenoBanue o noseaeHuu B UHTEpHETE POCCUNCK
IIOJIPOCTKOB M JIeTeH OT 3 10 18 ner

KoHdunpeHumnanbHOCTb B coLManbHbIX CETAX

YeTtsepTb poautenen (25%), Yo AETUN UMEIOT aKKayHT

B COUManbHbIX CETSX, HE 3HaIOT, Kakas UMeHHO nHGopmauns
pasmelleHa Ha CTpaHnykax ux geten. lNpun aTom 1 oHbIe
Nonb3oBaTeNu, 1 CaMn PpoaNTENN BbiKNaabiBatdT AOBOSIbHO MHOMO
NPVBaTHbIX AaHHbIX. YaLle BCero aTo NMYHbIE U CEMENHbIE
doTorpadumn, HO Hepeako MOXHO HaUTK 1 Bonee KoHPUaeHUManb-
Hyt0 nHdopMaLmio. Takoe NoBeaeHNE Ha3blBaeTCS OBEPLUEPUIHT.

JinuHaa nHpopmaumnsa Ha cTpaHuLe B coLManbHbIX CeTAX I BuiknagsisaioT aety
45% 0 200, B BuknapsisaioT poauten
27%
T milE e
CemeiiHbie/ Homep wkonbl/ WmeHa poa- Mo6unbHbiii leonokauus JomaluHwnia
nnyHble $oTO  mMecTo paboThl CTBEHHUKOB/ HOMep agpec
nHdopmauus

O aeTax




HccnenoBanue o noseaeHuu B UHTEpHETE POCCUNCK
IIOJIPOCTKOB M JIeTeH OT 3 10 18 ner

Mocnepcreusa
KnbepbynnuHra y aeren

CHuXeHne camooLEeHKU

CunbHbIA cTpecc

CHuxeHne counanbHOn ak TUBHOCTUN/ 3aMKHYTOCTb
YXyaweHue ycnesaemocTu

[enpeccus

BeccoHHuua/ Nnpobnemsl CO CHOM

AHopekcus

Hukakunx ocobbix NnocneacTsunin He Bbino

He 3Hawo

B %
1%




[ lamsaTka ponuream

* M3HayanbHO, HE OTITyCKaiTe AeTel B CBOOOAHOE IJIaBaHuEe 10 ceTu MHTepHeT, HayuuTe ux
NPaBWIBHO MCKATh HH(OPMALIMIO, JIeTas aKIEHT Ha TO, YTO B CETH €CTh KakK IOJIE3HAas TaK U
omnacHas MHQpopmalus, KoTopas MOXKET MOBJIEYb 32 COOOM KaK MOTEPI0 MEPCOHAIBHBIX WU
(DMHAHCOBBIX CPEJICTB, TAK U MOKET HAHECTH BPEJl CAMOMY KOMIIBIOTEDY.

* [IpuyunTe neTeil HUKOIZIAa HE BbIJIABaTh JUYHYIO MHPOPMAIUIO CPEICTBAMHU JICKTPOHHOU
MOYThl, YaTOB, CHUCTEM MIHOBEHHOIO OOMEHa COOOIIECHUSMH, PETUCTPALMOHHBIX (OpM,
JUYHBIX TTpo(dUIICH U TIpU perucTpali Ha KOHKYpChl B IHTepHETE.

* [Ipuyunte nereit He 3arpyxaTh nporpaMmmsel 60e3 Bamero paspemenus. OObsiCHUTE UM, YTO
OHM MOTYT CIy4alHO 3arpy3uTh BHPYCHl WA JPYrO€ HEXEIATEIbHOE IPOrPaMMHOE
o0OecrieueHue.

* [Ipuyunte Baiero pedeHka cooOmiark BaM O JIIOOBIX YIpo3ax WM TPEBOTaX, CBA3aHHBIX
¢ MuTepuerom. HamomMHuTe AeTsAM, 4TO OHU B O€30IMACHOCTH, €CJIM CaMH paccKas3ajyd Bawm,
O CBOHUX yrpo3ax WM TpeBorax. lloxBamuTre WX H TIOCOBETYWTE MOAOUTH €UIE pa3s
B MOJOOHBIX CITyYasxX.

* Hayuurte nereil yBakaTh APYruX B MHTEpHETE. YOEIUTECh, UTO OHM 3HAIOT O TOM, YTO
ITPABUJIA XOPOIIErO MOBEACHUS JEUCTBYIOT BE3JIE - 1AKE B BUPTYyaJIbHOM MHUPE.

* OOBACHUTE JETSIM, YTO HU B KOEM Cllydae HeJb3s UCIOiIb30Barh CeTh JJisl XyJIUTaHCTBA,
pacrnpoCTpaHEHUS CIUIETEH WA YTPO3 APYTUM JIFOISM.

* PoaurenbCKkuil KOHTPOJIb
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[IporpamMMHBI€ TIPOIYKTHI
B IIOMOIIb POAUATEIAM

e Y2 BMecTO SIHIEKC

CMOTpUTE — HOBas BEPCUS NOUCKa @



KouTtpoJb 3a pedeHKOM

Kaspersky Safe Kids

MecTOHAXO0KIEHUE Be3onacHoe MCNOJb30BaAHUE

HNuTepecsl pedeHka
pedeHKa KOMIILIOTEPA
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Arecesuzps Nexis 3)

& Family Link

OTCHe)KHBaHI/Ie PexomeHaytoT npenogasatent
HeI\/’ICTBHI\/)I Med MarcoPolo Ocean

of 06pa3soBaHue

| ScratchJr
TBOpYECT!

= OTciexuBanue
(%) MECTOIIOJIOKEHU S

a—
D

[Tpunoxenus
U1 AeTen

3anpoc Ha ckaumsaHue

& Google Mepesopunk
Google LLC

YhpasieHue
MIPUI0KEHUSIMU

YcraHoBKa
OTpaHUYEHUH



